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Abstract - The paper presents the vulnerabilities of cloud 
storage and various possible attacks exploiting these 
vulnerabilities that relate to cloud security, which is one of the 
challenging features of cloud computing. The attacks are 
classified into three broad categories of which the social 
networking based attacks are the recent attacks which are 
evolving out of existing technologies such as P2P file sharing. 
The study is extended to available defence mechanisms and 
current research areas of cloud storage. Based on the study, 
simple cloud storage is implemented and the major aspects 
such as login mechanism, encryption techniques and key 
management techniques are evaluated against the presented 
attacks. The study proves that the cloud storage consumers are 
still dependent on the trust and contracts agreed with the 
service provider and there is no hard way of proven defense 
mechanisms against the attacks. Further down, the emerging 
technologies could possibly break down all key based 
encryption mechanisms.  
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I.  INTRODUCTION 

Computers has evolved from small computing devices 
such as abacus to super computers, and the computing has 
changed from stand alone computers to centralised 
computing and then to distributed computing. Current era is 
cloud computing era where all the software, platform and 
infrastructure are virtualised and provided as services 
typically exploited using pay-per-use model. In traditional 
model, a company or an organisation will maintain their own 
Information Technology Infrastructure and hence had full 
control on the data and processes. But in cloud computing, 
the data and processes are maintained by some 3rd party 
vendors and hence the control is lost. 

Internet is ubiquitous and its penetration rate is very high 
in recent years. 82.5 percent of United Kingdom residents 
have access to Internet [28]. It is the communication channel 
for cloud computing and almost everyone using Internet is 
involved in some form of cloud computing activities such as 
Gmail, Yahoo, Picasa, Facebook and so on. Since it is open 
to everyone, if a soft spot is identified by attackers, it could 
be exploited to a great extent. Hence it is the tempting target 
for cyber crime.  

Most of the companies like to move their applications to 
cloud services due to the huge cost savings it provides. But 
they are taken aback due to one main reason “Security”. 
There are many leading cloud storage service providers such 

as Google Docs, Amazon Simple Storage Service (Amazon 
S3), Nirvanix, Adrive and Zumo drive. The vulnerabilities of 
cloud storage are very high, even the leading service 
providers have been compromised at some point.  

In this paper, under the title “Attacks”, various 
vulnerabilities in cloud storage are identified that could be 
exploited. “Implementation” discusses the solution 
implemented to counter the attacks based on the study. 
Finally, implementation is evaluated and conclusion is 
drawn. 

II. ATTACKS 

The cloud storage attacks can be classified into three 
broad categories network / resource based, browser based 
and social networking based attacks. 

A. NETWORK / RESOURCE BASED 

1) Denial of Service 
It is the most popular attack in Network Security where 

the user is abstained from getting the normal service from the 
service provider with the help of other attacks such as 
Internet Control Message Protocol (ICMP) Flood, SYN 
Flood, User Datagram Protocol (UDP) Flood and Smurf 
attack. It can also be performed by increasing load on 
Central Processing Unit (CPU), primary memory, network to 
slow down or eventually crash the system. Distributed 
Denial of Service (DDoS) attack is based on DoS, which 
consists of three layers, controller layer, broker layer and 
attacker layer. In DDoS, the actual attack is made from the 
broker layer by receiving commands from the controller 
layer. Since it involves different layers attacker information 
can be hidden easily [29]. 

Since the attack can be performed using various other 
attacks, both detection and prevention steps can be taken. 
Lee et al. [7] has proposed a DoS/DDoS intrusion detection 
system, which uses cumulative sum algorithm to detect the 
attacks. Kompella et al. [22] proposed a novel data structure 
called partial completion filter, which can detect claim and 
hold attack, which is not handled in the former system. 

2) Buffer Overflow 
Buffer Overflow is the most common vulnerabilities for 

past two decades where an attacker seeks for partial or total 
control of a host. This is caused when exceptions are not 
handled properly. For example: out of bound exceptions and 
type exceptions when not handle properly can be exploited to 
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move the control to a function introduced by an attacker and 
the results are endless [3].  

 The buffer overflow vulnerabilities can be avoided by 
taking little extra care during development of software. 
Further down, buffer overflow can be prevented even at the 
Kernel level [30] and Hardware level [32] as well. 

3) Virtual Machine Based Rootkit 
Virtualisation is an important aspect of cloud computing 

where the software, operating system and all related 
components are packaged together such that it is independent 
of the hardware [15]. This is facilitated by multiplexing the 
system with a small privileged kernel known as hypervisor. 
Virtual Machine Based Rootkit (VMBR) is a new type of 
malware, which is similar to hypervisor, installs underneath 
the operating system layer and hoist the operating system to 
virtual machine. Hence, it is difficult to detect VMBR‟s state 
by the software running on the operation system. Vitrol and 
Subvert are other rootkits that use this technique [25]. 
VMBR allows other malicious software or services to run on 
it, which is protected by the operating system. According to 
King et al. [25], the best way to detect VMBR is to control 
the layer beneath it with the help of a secure hardware or 
bootable media. 

4) Side Channel 
Although complex cryptographic algorithms are devised 

for security, the weakness in implementation is exploited to 
break the security. The side channel attack exploits the 
unintended data leakage such as power consumption, timing 
information to break the keys [19].  

Lee et al. [11] proposed Lock and Key technique, which 
includes a test security controller that randomises the sub 
chains when accessed by an unauthorised user and hence 
reducing the predictability. An attacker has to break many 
layers of security in order to the access the scan chain in 
order to exploit it. 

5) Man in the Middle 
There are different variants of man in the middle attack 

exists. One of the variants is where an attacker having a 
device with two wireless cards can launch this attack. First 
he sends de-authentication frames of legitimate user to the 
service station. Legitimate user will be disconnected from 
the service station and start searching for access point in the 
same channel. Now attacker can use one of his wireless cards 
to act as service station and connect the legitimate user, 
mean while use the other wireless card to get connected to 
the actual service station using legitimate user Media Access 
Control (MAC) address [23]. Thus man in the middle attack 
can be launched successfully. 

 Once the attack is successfully launched, attacker can 
even attack Hyper Text Transfer Protocol Secure (HTTPS) 
communication. In this scenario, the user will be displayed a 
security certificate warning, which most of the users ignore 
and hence the system is compromised [6]. 

6) Replay Attack 
Replay attack is where an attacker is able to capture the 

network traffic and replay it at a later time to gain access to 
the unauthorised resources even if it is encrypted. It has more 
effect on the Dynamic Rights Management (DRM) content 

where the rights over the resource changes over the time or 
number of times/ bandwidth used. If the attack is on the 
DRM content, the user not only looser privacy but also cost 
involved in the dynamic rights. For example, if user is 
accessing a file from the cloud storage service such as 
Amazon S3 where he is charged based on the amount of data 
transferred, the replay attack will eat up user‟s money. 
Abbadi et al. [9] have proposed a solution against the replay 
attack, which give users flexibility to use and manage the 
DRM content in any of the devices they own. 

7) Resource Exhaustion 
“Resource-exhaustion vulnerability is a specific type of 

fault that causes the consumption or allocation of some 
resource in an undefined or unnecessary way, or the failure 
to release it when no longer needed, eventually causing its 
depletion. [10]” 

As stated in the definition, resource exhaustion 
vulnerability can be exploited to cause Denial of Service 
(DoS) attacks. This can be caused by bad design or 
inefficient utilization of resources on the service side and 
resource leakage where the resources are not released or 
destroyed from memory after use [10]. Hence it is difficult to 
observe and identify the cause unless it is closely monitored. 

Antunes et al. [10] has proposed methodology to detect 
resource exhaustion vulnerability using which implemented 
Predator, a black box testing tool to identify the resource 
exhaustion vulnerabilities of a system. The operations of the 
tool involve attack generation and injection campaigns. 
Incorporating this methodology in software development life 
cycle (SDLC) can reduce this vulnerability. 

8) Byzantine Failure 
In cloud storage, many nodes participate to complete an 

activity. For instance there could be many redundant servers 
involved and also multiple users accessing single source. In 
this scenario, any of the nodes i.e., servers or users 
participating can fail arbitrarily as a result of crash or 
malicious activity, which is known as Byzantine failure [13]. 
System can be made robust by implementing threshold 
cryptography [2] to ensure the system is tolerant to 
Byzantine failure. 

Recently, Wang et al. [24] proposed Agreement Protocol 
for cloud computing (APCC), which involves two processes 
Interactive Consistency Process and the Agreement Process. 
The Interactive Consistency Process is executed at the server 
nodes, which shares and stores the initial message among 
them. The server nodes then aggregate the results and 
transmit the message to client nodes. The Agreement Process 
is executed at the client nodes to receive the agreed message. 

B. BROWSER BASED 

1) XSS 
Cross Site Scripting (XSS) can be used to inject 

malicious code into the client machine by exploiting the 
client side script vulnerability in the website [1]. Thus an 
attacker can introduce his own script and impersonate user 
credentials to perform malicious activity in the website such 
as session Hi-jacking and also craft phishing sites. A user 
called Samy added more than 1 million buddies to his My 
Space account by exploiting XSS Vulnerability [5]. Even 
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Google has suffered from XSS vulnerability in their online 
spreadsheet application using which the user cookie can be 
stolen, which is valid for other sub-domains also. From the 
server point of view detecting and preventing XSS attack is a 
difficult task as it is done at the client end for which server 
has not much control. Wurzinger et al. [20] has proposed a 
server side solution SWAP (Secure Web Application Proxy) 
to detect and prevent XSS. It has a reverse proxy, which 
intercepts the HTML response from client and validates it for 
XSS attack. 

2) SQL Injection 
Similar to XSS, SQL Injection is also a vulnerability, 

which can be used to inject malicious database scripts when 
user inputs are not properly validated. This can generally be 
prevented by passing user inputs as parameters and avoiding 
query building based on the user input. At times there will be 
scenarios where building queries based on user inputs are 
unavoidable.  In these cases, vulnerable user input validation 
must be performed to prevent SQL Injection. SQL Injection 
is very dangerous as it can be used to change values of 
multiple records and can even be used to delete the whole 
table [31]. 

For example, consider the following SQL statement, 
which updates a value based on email id.  

UPDATE [User Information] SET [Credit] = „£1000000‟ 
WHERE [Email Id] = „$email‟ 

If user passes value [„xyz@abc.com‟ OR „x‟=‟x] for 
$email. Then „x‟=‟x‟ condition is always true and hence 
credit will be set to „£1000000‟ for all users. 

3) Malware 
A program designed to damage the machine is called 

malware [14]. The web browsers are more susceptible to 
malwares as it supports extension of 3rd party programs 
through “Add-on” or “Plug-in” capability. Louw et al. [17] 
has demonstrated a malware program, which is capable of 
capturing sensitive information such as passwords even 
when the communication is done using Secure Socket Layer 
(SSL). This is possible because the information is captured 
even before the communication begins when the data is 
encrypted for submission. Some of the Internet security 
program may detect and warn some of the malicious 
activities of malware programs such as submitting hidden 
data to remote server, but not many users are not aware of 
the technical details and tend to ignore the warning. 

4) XML Wrapping 
Web Services is a key technology to implement Service 

Oriented Architecture (SOA) especially is very useful for 
implementing interoperable and platform independent 
services. Extensible Markup Language (XML) is the 
underlying mark up language used to communicate between 
server and client. XML signatures facilitate the unauthorised 
modification and origin authentication for the XML 
documents [16].  

A SOAP message with a signed body can be moved to 
different wrapper message without altering the signatures. 
Hence the resulting SOAP message is still valid producing 
valid hash [18]. This is called XML Wrapping attack, which 
according to Gruschka et al. [18] can be mitigated using 

SOAP message security validation and XML schema 
validation but the formal proof of safety is missing. 

C. SOCIAL NETWORK 

1) Sybil Attack 
In a Sybil attack [8], a malicious user acquires multiple 

identities and pretends to be distinct users and tries to create 
a relationship with honest users. Even if one honest user is 
compromised, malicious user will gain special privileges, 
which can be used for attacks. Cloud storage is widely used 
in social networking such as Facebook, My Space, Orkut, 
Bebo where users can store their files such as documents, 
photos and videos and share it easily with their network. The 
relationship between the honest user and the malicious user 
is called attack edge, which can even be used for social 
engineering. 

 Vanish [21] is a proposed system, which increases 
privacy by self destructing data. Using this system, a 
message can be encrypted using a random key, which is 
stored in the distributed hash table (DHT). These keys will 
be destructed from DHT after user specified interval and 
hence the data is lost forever. User can de-encrypt the data 
using the key before it is destructed forever. This seems to be 
a solution for P2P based storages and also has been 
simulated for Gmail using Firefox Plug-in but in its current 
form it is not adequately protected against Sybil attacks and 
can be defeated [26]. 

2) Social Intersection Attacks 
Social Intersection attacks can be effectively launched in 

social networking environment. It can be used to identify the 
original owner of the shared anonymous data object with just 
two compromised users in a group [12]. It is hard to detect 
this kind of attack as it is performed passively and become 
more powerful with increase in number of compromised 
users. A solution is proposed for this attack where the service 
provider can build a number of anonymous nodes around a 
user and hence highly reducing the probability of identifying 
the originating source. 

3) Collusion Attack 
 Secret Key Multiplication (SKM) group re-keying 

scheme is used in group collaboration, where multiple users 
participate in a group discussion that might involve sharing 
of various resources such as text, files and even hardware 
resources. According to this scheme a subset key is 
generated for each group from a master key and in turn each 
user in a group is given a private key. It is assumed that the 
users in each group keep their key secret. Collusion attack is 
performed by combining information among two or more 
users and gain access to resources that the attacker is not 
supposed to have. Using collusion attack, it is possible to 
obtain even the high level key, which will give attacker 
access to other groups, which is not related to the attacker. 
Raphael [4] proved SKM group re-keying scheme to be 
vulnerable to collusion attacks. 

III. IMPLEMENTATION 

Tb drive [27], an online storage is implemented using the 
architecture devised based on the study. As a student it is 
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hard to avail access to storage servers used for commercial 
purpose. Hence storage provided by a web hosting service 
was utilised to implement this project, which had limitations 
on server capacity and performance. 

The application is developed using ASP.Net 3.5 with C# 
as server side script language, AJAX and Visual Studio 2010 
IDE. MS SQL 2008 is used for storing data. IIS 7.0 is used 
as the web server to handle client requests and the developed 
application is tested using different browsers namely Fire 
Fox, Internet Explorer, Google Chrome and Safari under 
Mac OS X and Windows platforms. 

This web application is designed to meet the 
functionality and security requirements, based on the 
analysis done in previous chapters. ASP.Net application 
service is used to implement the access controls for the web 
application.  

Folders are stored in database using Hierarchyid, new 
data type available in SQL Server 2008. This facilitated 
displaying folder structure in Tree View control reducing 
number of Lines of Code (LOC). 

The implementation of the application is discussed below 
in four major aspects namely login mechanism, storage 
organisation, file encryption and decryption and key 
management. 

A. Login Mechanism 

Tb drive doesn‟t store password to authenticate users, 
instead implements Open ID mechanism to authenticate user. 
Implementation accepts Google and Yahoo Open Ids for 
login to Tb drive and demonstrates simplest account creation 
process. Users can start using the application readily and 
securely without having to fill out sign up forms. User 
simply has to click on the Open ID provider logo. 
Application will be redirected to Open ID service provider. 
Open ID service provider will ask for user name and 
password for authentication mentioning the requesting 
domain (techbizarre.com) name in the authentication page. 

Once the user enters valid user name and password, Open 
ID service provider will display all the details requested by 
the relying party (techbizarre.com) requesting approval from 
the user. If the user approves the details to be shared, the 
requested information will be sent to relying party. User can 
also choose to remember the association; hence this step can 
be skipped in future. 

Open ID provides only authentication and don‟t support 
user session that has to be taken care by the relying party. 
Single-Sign-On generally known as SSO is another 
mechanism, which facilitates even the session to be taken 
care by the service provider and have its own advantages and 
disadvantages. Though Open ID doesn‟t facilitate session 
management, the service is provided free of charge where as 
cost is involved to avail SSO facility from 3rd party. If Open 
Id is implemented, application can accept services from 
many service providers and hence more audience where as 
when SSO is implemented, the service is restricted to one 
service provider. It can be advantageous if strong 
authentication mechanisms such as two factor authentication 
are embraced by Open ID providers. 

B. Storage Organisation 
In cloud storage, files can be stored in two different ways 

file system and database. Both has advantages and 
disadvantages; the file system requires full permission on the 
disk, which is difficult in a web hosting scenario than 
maintaining own server. The storage system requires a 
binding between the application layer and storage layer, 
which is loosely coupled when the files are stored in the file 
system and there is no concrete relationship between the files 
and the application layer where privacy and confidentiality is 
driven. Figure 1 depicts typical high level cloud storage 
architecture.  

 
Figure 1.  High Level Cloud Storage Architecture. 

The binding between the application layer and storage 
layer can be made strong when the storage is implemented in 
database server. This may hinder other support such as File 
Transfer Protocol (FTP) services for the storage facility.  

Considering the web hosting storage scenario of Tb 
drive, database is chosen for storage layer but storage using 
File system is also demonstrated without the feature of 
encryption. 

Hierarchyid data type available in SQL Server 2008 is 
used to implement the folder structure in Tb drive, which 
allows easy mapping of folder structure to tree view control. 

C. File Encryption & Decryption 
 Since the files are stored in 3rd party server, this might 

break user‟s privacy. Hence the ability to encrypt files can be 
provided to users. In security perspective, submitting 
encrypted files seems more appropriate; but, when 
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considering key management, there exists risk of user using 
various keys to encrypt files and may get lost when 
retrieving data. To make it more user friendly, Tb drive uses 
master key concept which is explained under Key 
Management. Tb drive accepts a key string from user, which 
is internally converted to key and vector combination to 
encrypt files, Tb drive demonstrates symmetric encryption of 
files using Rijndael encryption algorithm. Individual files 
can be encrypted using a key. Since symmetric encryption is 
used, user has to provide the same key to decrypt the files. If 
the key is lost, the data is lost forever.  

D. Key Management 

 Since loss of key can lead to data lost forever, key 
management is crucial in cloud storage. To mitigate this risk, 
Tb drive stores one way hashed master key supplied by user 
in the database and uses the master key to encrypt files. 
Since Tb drive only stores hashed master key, unless user 
provides the master key data cannot be decrypted. Thus users 
can safely store data in Tb drive having full access with 
them. The other concern here is that the law-maker can be 
law-breaker, i.e., the key management technique logic is 
again provided by the 3rd party service providers who can 
internally change the logic. Hence the service provider 
should conduct regular external audit that can verify and 
certify the credibility of the application and thus it can be 
trusted.  

IV. CONCLUSION AND FUTURE WORK 

People are addicted to simplicity and are lazy to manage 
multiple passwords. One of the solutions to overcome this 
could be Open ID, which increases usability but at the same 
time increases the risks of XSS and phishing attacks. Hence 
general awareness is required on Do‟s and Don‟ts of cloud 
computing. 

ASP.Net Membership service simplified the 
implementation of session security and assumed to be safe 
from attacks. If any of the vulnerability in the Membership 
assembly is exploited then the assumption is flawed. 

Simple flaws in coding such as not destroying objects in 
memory that is no longer required can be easily exploited to 
launch DoS attack and buffer over flow attack, which 
decrease the performance of the system or even crash the 
server. Coding flaws such as lack of input validations can 
lead to SQL injection through which an attacker can gain 
access full database. 

Service provider has full access and in most of the cases 
they have ability to impersonate a customer and have full 
access over his data. An attack by a disgruntle employee of 
the service provider can easily break in to consumers data. 
Encryption can protect sensitive data but still vulnerable to 
Man in the Middle attack.  

The end users enter service agreement with single storage 
provider, but internally the storage provider can inturn have 
agreements with other service providers for other layers such 
as platform and infrastructure whose service level 
agreements are completely obscured to end users. This could 
lead to a scenario where no one is accountable for mistakes 
in some extreme conditions. 

Attacks through social networks are recent ones, which 
are being exploited as this doesn‟t require any extra burden 
for an individual to initiate. Most of the social network users 
are naive enough to give away sensitive and personal 
information in social network websites, which can then be 
used to break the password using password recovery facility 
that every service provider provides.  

Data given to cloud, cannot be taken back. No body 
know how many backup or archive exists for the data. When 
user deletes the data, it is not deleted from back up and could 
be impossible to delete it from all back up or archive.  

Cloud service relies on the network, which is not always 
secure. Network sniffers can easily gain sensitive 
information by monitoring network payloads. 

Security should be implemented at each and every layers 
defined in International Standards Organisation – Open 
System Interconnect (ISO-OSI) Model and at very granular 
level. The attacks such as denial of service attack, buffer 
overflow attack, man in the middle attack exists in this world 
for ages, still there is no concrete mechanisms to counter 
these attacks. Even the strongest encryption available is 
vulnerable to side channel attacks and with emergence of 
high performance computing, breaking codes are only miles 
away. 

Even the leading service such as Google, Zoho, Nirvanix 
has failed at some point exposing customer data and even 
losing the data. Hence users should have their own backup 
mechanisms for critical data. 
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